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Introdução
Trust management is an auxiliary tool to reach out consensus mechanisms about data because the
nature of trust is dynamic allowing change over time in context and objects. Some processes that
involve trust management are information gathering, trust assessment and maintenance, decision
making in trust relationships as well as the automation of these processes to amplify the visibility
about risks between principals and agents transactions (Liu et al., 2023; Yan & Prehofer, 2011). In
this  vein,  Zero-Trust  (ZT)  emerges  as  a  paradigm  to  mitigate  such  risks  supporting  trust
management.

Problema de Pesquisa e Objetivo
ZT has  gained  momentum in  recent  years,  even  though lacks  critical  literature  on  the  topic,
shortcomings about managing ZT and no theoretical foundations to support a robust analysis of this
phenomenon of trust in IS research field became a strong motivation to investigate ZT as a new
cybersecurity paradigm that has been promoting a shifting in business thoughts.  Thus, further
investigations about what are the management challenges in the ZT realm posited as the main
research question.

Fundamentação Teórica
The ZT paradigm appears in the literature in 2010 (Kindervag, 2010) and recently it has been study
in many organization contexts such as supply chain (Collier et al., 2021); medical image (Sultana et
al., 2020); digital forensic (Neale et al., 2022); and with more emphasizes in its architecture and
implementation transaction (Phiayura & Teerakanok, 2023). However, as Uttech (2020) highlighted:
“Despite its popularity, realizing the concept of ZT has some critical shortcomings.

Metodologia
We run a  systematic  literature review in  ZT analysing 131 publications  in  the last  five  years
(2019-2023) and the perceived relevance of managing ZT by experts in different industries and
regions through a virtual Delphi to develop a theoretical framework offering research questions and
propositions to the future agenda in ZT realm.

Análise dos Resultados
Findings revealed topics beyond technical and technological aspects to manage ZT such as business
culture, operational change, processes review, costs, investments, risks awareness, and compliance
challenges as main management challenges in ZT realm. From each area, business issues were
discussed and analysed to identify the ten most relevant ones in managing ZT realm.

Conclusão
The ZT realm requires attention to new theoretical  models that meet business needs for trust
management. Findings provided greater ZT awareness to make academics think about new ways to
theorize about the topic and change their mindset from technology to management. Therefore, we
emphasized  that  the  research  questions  presented  in  this  study  may  foster  new avenues  for
researchers in ZT realm.
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